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Diophantine

1. Introduction

The security of our digital information can be
secured from the activities of eavesdroppers through
the deployment of strong encryption schemes.
These schemes can be constructed using complex
mathematics and logic. Public key cryptography is
the type of cryptosystem with two keys of public and
private which provides confidentiality and integrity of
data in our digital communication channels. RSA is
the most widely applicable public key cryptosystem
that has been vulnerable to so many cryptanalysis
attacks such as side channel attacks, short
decryption exponent attacks, continued fraction
attacks, public key exponent attacks, partial key
exposure attacks among others.

Among the real-world applications of RSA
cryptosystem in digital signature is the use of digital
ID cards by the Government of Taiwan where every
citizen was issued with a unique ID using their online
digital certificates. This clearly showed how a 1024-
bit RSA keys was factored efficiently by an
adversary for 184 different cases retrieved from the
Taiwan’s Citizen Digital Certificates, [1].

Similarly, Nemec et al. (2017) reported another
attack on the vulnerability of the RSA and its key
equations where Estania’s digital identity cards and
Belgium e-ID crads were practically factored using
Return of Coppersmith Attack (ROCA), [2].
Moreover, a partial key exposure attack where an
adversary has a knowledge of significant number of
bits of the prime factors (p, g) was presented by [3].
More attacks on the vwvulnerabilities of the RSA
variants can be found in M.N. Abdrehman and Ariffin

CaJoST, 2025, 1, 55-65

Exploiting the Security of RSA Variant’s
Generalized Key Equations

Saidu I. Abubakar, Zaid Ibrahim, Sadig Shehu, and Ahmad Rufai

The security of RSA cryptosystem and its variants rely on the intractability of
integer factorization problem. Series of attacks have been reported to exploit the
cryptosystem leading to polynomial time factorization of the composite integer N
into its prime factors p and g. This paper presents two cryptanalysis attacks on
the prime power modulus as one of the RSA variants with moduli N; = pZq?

where generalized key equations of the form €d —K.@(N;)=1 and

ed. —ke(N;)=1 can be exploited and factored simultaneously using

simultaneous Diophantine approximation method and lattice basis reduction
technique. The paper also gives numerical examples to demonstrate how the
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(2016) [4], Abubakar et al. (2020)[5], Sadig et al.
(2020) [6] among others.

Our Contribution: This paper is an extension of
our previous work where we showed that using

(a+b)VN
as
ab

continued fraction with @(N) <N —?

approximation of ¢(N) where private decryption
exponent was obtained from the convergents of the
continued fraction expansion of T aib —° [7].

N -——+/N
Jab

In this paper, we use the same approximation of
@(N) as reported in [7] to show that given public
key exponents pair (e;, N;) , one can efficiently factor
prime power moduli N; =pZq? by exploiting the
security of the generalized key equations of the form
ed—-ke(N,)=1 and ed, —ke(N,)=1using
simultaneous Diophantine approximation and lattice
basis reduction techniques which leads to the

factorization of moduli N, in polynomial time for

i=1...], In the first attack, we show that public key
pair (ei,Ni) and a private key pair (d,(N,))
must satisfy €d —k.@(N,;) =1 where e, < N,. Also,
it  N=max{N;}, (d,k)<N’

for all
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:%, gcd(@(N.),N,) = 2 and
(pi—1)(g;—1)=h, then moduli N; can be

obtained simultaneously in polynomial time. While in
the second attack, we establish that the attack is

possible for public and private key pairs (eini)
(di,@(N;)) satisfy ed, —ke(N;)=1with
e=min{e}=N”,  (d,k)<N”  for all

and

-0
;/zn(ﬂ—),gcd((p(Ni),Ni):z and

1+n
(pi—1)(g;—1)=hwhere 0<yp8<1. The

Paper also provides numerical examples on how the
two attacks work.

The rest of the paper is organized as follows. In
section one, we give an overview of some
cryptanalysis attacks on RSA and its prime power
modulus. We also give an account on how attacks
are being carried out. Section two (preliminaries),
gives definition of some basic terms and Theorems
that are related to our work. Results of the major
finding are reported in section three. Finally, we
conclude the paper in section four.

2. Preliminaries

In this section, we give account on some basic terms
applicable to this paper such as Continued fraction,
simultaneous Diophantine approximations, lattice
basis reduction techniques and some related
theorems a s follows:

Definition 2.1 Continued fraction [8]: Given any
positive real number X, define X=X, and for

1

until X € Z Then the continued fraction of a real

i=1..n express

number X can be represented as
:{ao,ai,az,...an} where
1
{ag,a,@,,..a,} =a,+ 1
a + 1
a, +
Ageeeeannns +—

andNmay be infinite. All @ that is {ai,az,...an}

called partial quotients are positive integers
exceptd, which may be any integer. Any rational

a . .
number E can be expressed as a finite continued
fraction X = {a1 a,,... } Similarly, the convergent
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of Xis function

a . .
—={a,..a,ffork>0. It is pertinent to note here

denoted by a

. a . . .
that if X:B is a rational number, then; continued

fraction expansion is finite .

Theorem 2.1. Let L be a lattice of dimension T with

a basis 1y, ..., ;. The LLL algorithm produces a
reduced basis by, ..., b, satisfying
T(T—1}(

Bl < [bz |l = - = ||| = 2572 Tdet L

forall 1 <i =< 7 and L is the lattice [9].

1. Theorem 2.2: Simultaneous Diophantine
Approximation [10] For any given rational

numbers ..., and 0<¢ <1, there exist

polynomial time algorithm to compute
integers  ;...P, and a positive integer q
such that
max|de; — py| < & and

n(n-4)

q<2 4 -3 g
THEOREM 2.3: Letp and q be prime numbers
where Q° < p® <20° N = p’g® be RSA
variant. Given (e,N) for e < @(N) as a public key

and

pair and (d, p,q) as a private key tuple and prime

2
b
difference ‘qu—ap2‘< N”. If q—2 is close to—
a
such that the relation

[a(b? +1)g* ~b(a® +1) p* | (bg® —ap®) >0 holds

3_
2\/5 7ythen g

andd < T N 4 can be obtained

efficiently from a convergent of the continued

fraction expansion of for k<d and

N—\/_\/_

(a,b) are positive integers less than log N , Dogon
daji et al. [7].

3. Results
In this paper, we give two different cryptanalysis

attacks on i multi prime power moduli N, = p;°g,®
using system of equations: €d —K.@(N,)=1 and
d,—ke(N,)=1 for i=1

prime power moduli can be factored successfully in

,...J..In this regard i
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polynomial time for unknown positive integers
(d,k,,d; k).

3.1. Attack on i prime power moduli N, = p°g,°
in which €d —ki@(N,) =1is satisfied.

Let prime power moduli N; = pizqi2 with j>2.The
attack works for n instances (€, N;) if there exists
an integer d and i integer ki such that the key
equation €d—k@(N,)=1 is satisfied. We show
that prime factors P, and (; of i multi prime power

moduli N; where i=1,...j. can be found efficiently

giving N =max{N;}, (dk)<N” for all
ni2p+1) .
=—————_. This clearly show that the RSA
2(3n+1)

instance share a common decryption exponent d .

Full paper

THEOREM 3.1; LetN, = p°g°be prime power

moduli fori =1,...j., (&, N,) be public key pair and
e <o(N))
ed—ko(N;)=1.LetN =max{N;} and for all
SMEBED e ged(p(N,) N = 4

2(3n+1)
(P —1)(g; —1) = h; then private factors p; and (,
N; = piZCIi2

of prime power moduli
simultaneously recovered in polynomial time.

be private key pair such that

satisfying

and

can be

. - 242 % H .
Proof: For i = 2, let N; = p,°q;," 1 =1,...]. be multi
prime power moduli. Let N = max{Ni} and
thatk, <N”,  then

assume equation

e, d —ki@(N,) =1 can be expressed as

ed—k (N, -(p*+0°))=1
ed—k | N .a“’f a”’f N, (/)(N)j
a+b
. » _|1—ki(Ni—<o(Ni> f)|
| a+b\/— I | a+b\/—
Taking N =max{N;}, k; <N”, N, a+b\/_ N/

1, (N, —(N,) - ‘”bf)‘

1+k (“bfw(N) Nj

Ia+b\/»

a+b - N?#
N, - f
(1+ NG J@

3y—>-p

1
(1+ N2 ) ab 1
< < b N 2

b s-1p
Hence, —k|<—N" 2 .

N_a;rb\/— a

b
Next, to show that integers (d, k; ) exists, we let & =—N
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a+b+2\/£ a+b+2ab a
"2 it = MY which gives
2(1+3n)
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Nt N[BT (Ej N (Ej
a a a

n(n-3) n(n-3)
Using Theorem 2.2, we have (—J <2 4 3" forn=2, Ng".. 2 4 -3 Itfollows thatif d < N7,
a

n(n-3)
thend<2 4 .3". &". Finally,

e

N—L-i_br

This satisfies Theorem 2.2. More so, we proceed to reveal the private keys (d ) ki )for i=1..,].
ed-1
k.

d—k|<e

Next, from equation €,d —ki@(N,) =1, we have p(N) =

Applying LLL algorithm on (d,k;) we consider our public keys (ei, N,), and taking h, =(p, —1)(g, —1) and
the private keys (d, p;,0;, @(N;)) such that gcd(¢(N,), N,) = A . Furthermore, define y, =4 —h. +1 and

solve the quadratic equation X% — yX+ A =0, then the primes (pi,qi) can be recovered in polynomial

time.
Let
€ €, €,
M, = M, = M
a+b\/— 2 a+b\/7 37 a+b\/7
Define

Consider the lattice / spanned by the matrix

(n+1)(n+3)
R: 3n+l . 2 2 . g—n—l .

[R -[R(M;)] ~[R(M,)]
1|0 0 0
0 0 R 0
0 0 0 R

Choosing suitable small positive integers @and b, the matrix T can be used in computing the reduced basis
after applying the LLL algorithm.
Algorithm 3.1

1. Initialization : Consider the public key (N ,e),}/satisfying Theorem 3.1

2. Choose suitable public integers a,bandlet N = max{Ni} fori=1,..., ]
3. Forany (a,b, J, N,,B,}/) do

b 3-1s
4, ¢=—N 2
a

(n+1)(n+3)
5. R=[3".2 2 . g™ for j>2

6. End for.
Consider the lattice / spanned by the matrix T as mentioned above
8. Applying LLL algorithm to / produces the reduced basis matrix V

~
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9. For (T V ) do:

10, U=T"
11. W =UV
12. End for.

13. Produces d,k; from W
14. Foe each(g;,d,k;,h, 4 ) , compute;
ed-1
ki
16. ged(@(N;), N, )= 4
17. Define y; =4 —h +1

18. End for
19. Solve the quadratic equation X° —Yy,X+ 4 =0

15. o(N;) =

20. Return primes p; and Q;,

Example 1.: This example illustrates how theorem 3.2 works on three (3) moduli alongside their
corresponding public exponents
Let

N, =56617018064770564360487342634968867827328405641

N, =72363464744469018115290347986499433631745578249

N, =174665654469895289877465412835375599796274783121
e, =16877964531708423420405699432163872986388269167
e, =15703558732504887886291480984710799942466169847
e, = 43488369902433359766505894922395546325972032279

Also, let
h, =237943308508995558562200

h, =269004581269242536545248
h, = 417930202867402160829312
Observe that N =max{N,,N,, N,}

N =174665654469895289877465412835375599796274783121
By using a=3, b=2and since ] =3, then applying algorithm 3.1 gives

1
y = N@B+Y) _ (9568000000 And &= EN¥2” = 0.00006025259798

2(3n+1) a
Applying Theorem 2.2 and algorithm 3.1 for j = 3. The computations follow as:

(n+1)(n+3)
R= 3n+l . 2 2 . 8—n—l

R =3072924661000000000

Consider the lattice / spanned by the matrix
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_[R(M1X] _[R(MZX] _[R(Msx

o O O B

R 0 0
0 R 0
I 0 0 R

Therefore, by applying the LLL algorithm to / it yields reduced basis with the following entries
-6600103 —30089353639924 —-19113544255974 —-16007421799108

—38390877846767 2674770174036  —154124162486 —210975554212
1029767194380 —79367190558960 97844814274040 64740903481680

—9724383749484 —-21660523510672 116043031929928 -87231298332624

Next, from Algorithm 3.1, we compute W =UV
—-6600103 -1967541 —1432285 -1643298

—38390877846767 —11444613241510 -8331184903708 —9558586098374
1029767194380 306981447924 223469255858 256392115545
—9724383749484  —-2898912899806 —2110283578691 —2421183482547

From the first row of matrix W it yields the values of (d ) kl, kz, k3) as follows

d =6600103 kl =1967541 k2:1432285 k3 =1643298
ed-1
(D(Ni) = K can be computed using algorithm 3.1 fori=1, 2, 3 as follows:

¢(N,)=56617018064488801271378801274953393392605376200
@(N,)=72363464744154765324621889164260398477028520864
¢ (N,) =174665654469341607605555934830437092050673090432

Next, from algorithm 3.1 also Yican equally be computed in the following way

y, =1184160592172 y, =1168206092196 y, =1324819953450

Finally, solving the quadratic equation X* =y x+4 =0fori=1,2, 3 yields (P, d), (P, 9,) and (Ps,0s3)
as follows:

p, = 927663025831 p, =852751119217 p, =806828723417

0, = 256497566341 0, = 315454972979 0, =517991230033

3.2. Attack on i prime power moduli N, = p,’q.” satisfying gd, —kep(N,) =1

In the second case, we consider multi prime power modulus N, = pizqi2 in which key equation
ed, —ke(N,) =1is satisfied for unknown positive integers (k,d;)for i =1,..., j. Here, each pair of multi
prime power moduli has its own unique decryption exponent di.

THEOREM 3.2: Let N, = p.’q,° be multi prime power moduli fori =1,..., j ,(&;,N;) and (d;,N,) be public
and private key pairs respectively and h, :(pi —1)(qi —1) be known such that € <¢(N,) satisfying

n(f-9)

ed; —ke(N,)=1. Taking e=min{e,} =N”and (d, k)< Nfor all T then private factors
+N

P, and (; of multi prime power moduli N; can be found simultaneously in polynomial time where the

ged (@(N), N,) = 4.
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Proof: For i=2, let N, = pizqi2 be multi prime power moduli.i=1,..., ] and public exponents

e=min{e} =N”.1f d, <N’ then ed;, —k@(N,) =1 can be expressed as
eidi_k( -(p? +q2)):1

eidi_k(Nl a+b\/7 a+b\/7 N, (o(N)j
eidi—k(N —a—”fj+k(N —p(N) - a+b\/>J
o 32 oo )

| ei
2y
From Theorem 2.3, it was shown thata—+b\/N7i+(0(Ni) -N, < N :
Vab (222 VW,
Jab '
N2
Taking (d; k)< NV,e:min{ei}:Nﬂand < N? then
(a+b+2}/ﬁ
Jab
2y
1+ N’ N

s ] ol sgsonn] |2

e, e N7

(-5

<\/5N 7405 o

Hence,

We now proceed to show that integers (k d ) exists, let € = \/_N 77 and 7—% then we have
+

n n n
N7g =N’ (ﬁN ”H) —(a)2 N7*""™ —(a)2
n n(n-3) n(n-3)
Following Theorem 2.2, we get (a)2 <24 -3 .forn=2,thentN’g"< 2 4 .3" It follows

n(n-3)
thatif k, <N” ,then k< 2 4 . 3".¢g™",

=

e

Finally

This satisfies the conditions of Theorem 2.2 and we proceed to reveal the private keys (di , k)for i=1..].
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ed -1
Next, from equation €,d. —k@(N,) =1 we have that @(N;) = #

Applying LLL algorithm on (d;, k), we consider (&, N;), and given h =(p,-1)(q,-1) and
(d, p,a,@(N)) such that ged(@(N;), N; )= 4. Furthermore, define y; = 4 —h; +1and solve the

equation x> — Y. X+ 4 =0, then primes (p,, ;) can be recovered in polynomial time.
Let

a+b a+b a+b
Nl——JN1 NZ——JN2 NS——JN3
M, = Jab , M, = “eab , M, = “eab , Define
i 2 3

(n+1)(n+3)
R: 3n+1 . 2 2 i g—n—l .

Consider the lattice / spanned by the matrix\

1 -[R(M,)] -[ROM,)] ~[R(M,)]
_|0 R 0 0

0 o0 R 0

0 0 0 R

Carefully selecting small positive integers aand b, the matrix T can be used in computing the reduced basis
after applying the LLL algorithm.

Algorithm 3.2

1. Initialization : Consider the public key (ei, Ni) and y satisfying theorem 3.2
2. Choose suitable public integers a,bandlet N = max{Ni} fori=1,..., ]

3. Forany(a,b,j,N,}/,5) do:

4. g=+aN"""

(n+1)(n+3)
5. |3 .2 2 g forj=2

6. End for.

7. Consider the lattice / spanned by the matrix T as mentioned above
8. Applying LLL algorithm to / produces the reduced basis matrix V
9. For (T,V) ,do:

10. U=T"

11. W =UV

12. End for.

13. Produces d,k. from W
14. Foe each (e, d;,k,h, 4 ) , compute:

ed -1
15. o(N;) :#

16. ged(@(N;),N;) =1z
17. ¥, =4 -h +1

18. End for.
19. Solve the quadratic equation X* —Yy,X+ 4 =0

20. Return primes p; and (;.

CaJoST, 2025, 1, 55-65 © 2025 Faculty of Science, Sokoto State University, Sokoto. | 62



Exploiting the Security of RSA Variant’s Generalized Key Equations Full paper

Example 2. This example gives an illustration on how Theorem 3.2 works on three (3) moduli and their
corresponding public exponents

N, =136467371751927836750733047418348826778197917829013555011249
N, =55212327228157854679465099214796405392972795259821184203281
N,=13680618238985884793358561674074161995996253585988861721281
e, =95874615129919216574613396797780802903118626293410594620284
e, =9528336442070803529140751772831470756502087157784533484697

e, =6120665286481006220898015733353287866852557783639558302990

Let
h, =369414904615294197607056331320

h, =234973035108621316823221555560
h, =116964175023746824780476061872
Observe that N =max {N,,N,, N,}
N =136467371751927836750733047418348826778197917829013555011249
e=min{e,e, e}
e =6120665286481006220898015733353287866852557783639558302990
By using a=3, b=2 and j =3, then using algorithm 3.2 gives

y = N(A=9) _ 1479006146 and & = N”**# = 0.002104706729
@Q+n)
Applying Theorem 2.2 and algorithm 3.2 for j =3 we compute

(n+1)(n+3)
R=3" .2 2 . gnt

R =2063900066000

Consider the lattice / spanned by the matrix

—[R

)] ARMM:)] —[R(M,)]

(M,
R
0
0

0 0
R 0
0 R

o O o -

Therefore, by applying the LLL algorithm to / it yields reduced basis with the following entries

—-144617 —-14070 —26262 -136418
3162338255  —8269496950 11848747930 —-4780639730
—18849073876 36499368040 32041719064 10048971896
—25815846094 —-35664332740 -2319010484 31492112724

Next, from algorithm 3.2, W =UV
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—-144617 —205847 —-837989 -323241
3162338255 4501253952 18324295705 7068307183
| —18849073876 26829662558 —109221713687 -42130548198
—25815846094 —36746125773 —149590954400 -57702344173
From the first row of matrix W , the values of (k, d,,d,, d, ) are as follows
K =144617 d, = 205847 d, =837989 d, =323241
ed -1

Using algorithm 3.2, Q’(Ni) = for 1=1,2,3 can be computed as follows:

@(N,)=136467371751927373505427742870013794610580083023570470074760
¢(N,)=55212327228157620325280772228460494601398366134442724094040
¢(N,)=13680618238985782666279175364340638537442262185921672178352

Next, from algorithm 3.2 ¥i can equally be computed in the following way

y, =1253997333396624 Yy, =997366290215600 y, =873148375265970

Finally, solving the quadratic equation X —yXx+4 =0 fori=1,2, 3 yields (P, ;) , (P,:0,) and

(P3,0s) as follows:

p, = 780987054007763 p, =615780728797579

p, =707927916709357 g, = 473010279388861

0, = 381585561418021 0, =165220458556613
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