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New Approach on RSA Prime Power N = p2q   
using a Continued Fraction 

Sadiq Shehu1*, Aminu A. Ibrahim2, Buhari A. Ibrahim3 

RSA Cryptosystem is an interesting area in mathematics.  In this paper we 
propose two new approach on RSA prime power N = p2q using continued 
fraction. Our first approach is based on the RSA equation 𝑒𝑑 = 1 +
𝑘ф(𝑁)  𝑤ℎ𝑒𝑟𝑒 ф(N) = (𝑝2 − 1)(𝑞2 − 1).  Assuming that q < p < 2q, public key e 

< (𝑝2 − 1)(𝑞2 − 1)  and   private key d < 
1

2
 𝑁1 3  ⁄ , we show that  

𝑘

𝑑
   can be 

recovered among the  convergent  of the continued fraction expansion of 
𝑒

𝑁4 3⁄  .  

Our Second approach is based on the same RSA equation and public key e. 

Assuming that q < p < 2q and approximation 𝑝𝑜
2  𝑜𝑓 𝑝2  𝑤𝑖𝑡ℎ  |𝑝2 − 𝑝𝑜

2| <  
1

2
 𝑁2𝛼 

and private key exponent d satisfies d < 𝑁
1−2𝛼

2 , we show that   
𝑘

𝑑 
  can  be 

recovered  among the convergent of the continued fraction expansion of   
𝑒

𝑁4 3⁄ +1−𝑃  
. 
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1. Introduction 

The RSA cryptosystem was created in 1977 [1]. 

It has become fundamental to e-commerce and 

is widely used to secure communication in the 

internet and ensure confidentiality and 

authenticity of e-mails. The RSA cryptosystem is 

based on the generation of two random prime 

numbers, 𝑝 and 𝑞 of equal bit-size and 

generation exponent d and 𝑒 which are called 

public key and private key. The public key and 

the private key in this cryptosystem consist of the 

value N which is called the modulus where value 

e is called public exponent and d is called private 

exponent. That is the RSA cryptosystem setup 

involves randomly selecting two large prime 

numbers p, q whose product 𝑁 = 𝑝𝑞 is known as 

the RSA modulus and a public tuples (N, e) is 

used in encrypting message where e is 

generated and a private key tuples (N, d) which 

is used in decrypting the cipher text . The two 

parameters e, d have a relation in the form of 

𝑒𝑑 = 1(𝑚𝑜𝑑∅(𝑁)) where ф(𝑁) = (𝑝 − 1)(𝑞 − 1) 

is called Euler totient function of N.  

RSA Algorithm can be generated by the following 

steps:      

a) Generate a pair of large random prime 

number p and q. 

b) Compute the modulus N  i.e. 𝑁 = pq.  

c) Compute the ф(𝑛) = (𝑝 − 1)(𝑞 − 1).  

d) Choose an integer e such that 1< e < ф(𝑁) 

and e is mutually prime to ф(𝑁) i.e. e  and 

ф(𝑁)  share no facter than one. 

e) Compute d to satisfy the congruence 

relation 𝑒𝑑 ≡ 1(𝑚𝑜𝑑ф(𝑁)) i.e.   𝑑𝑒 =

𝑘ф(𝑁) + 1  𝑓𝑜𝑟 some integer k  where d is 

kept as the private key exponent. 

 

2. Continued fraction  

A continued fraction is important in many 

branches of mathematics. They arise naturally in 

long division and in the theory of approximation 

to real numbers by rationales. These objects that 

are related to number theory help us to find good 

approximations for real life constants. In 

mathematics, a continued fraction is an 

expression obtained through an iteration process 

of representing a number as the sum of its 

integer part and reciprocal of another number. In 

a finite continued fraction or (terminal continued 

fraction). The iteration/recursion is terminated 

after finitely many steps using an integer in lieu 

of another continued fraction. In contract, an 

infinite continued fraction is an infinite expression 

(Magnus 1962). 
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Definition 1.1 Continued fraction: A continued 

fraction expression of a number is formed by 

subtracting away the integer part of it and 

inverting the remainder and then repeating this 

process. 

Definition 1.2 Finite continued fraction is a 

continued fraction with finite number of a terms 

donated by  

𝑎𝑜 +
1

𝑎1+
1

𝑎2+⋯
1

𝑎𝑛

 .             

Definition 1.3 Infinite continued fraction is a 

continued fraction with infinite number of a terms 

donated by.  

𝑎𝑜 +
1

𝑎1+
1

𝑎2+⋯

 .                 

RSA cryptosystem is a mathematical discipline 

that has a great application to various fields.  

Wiener [2] presented an attack on RSA that 

solves the key equation and factors N if d is 

sufficiently small, namely d < 
1

3
N0.25. Wiener’s 

attack consist on finding 
𝑘

𝑑
  among the 

convergent of the continued fraction expansion of  
𝑒

𝑁
  and  then using 

𝑘

𝑑
  to factor N. Wiener’s attack 

on RSA has been extended in many ways using 

lattice reduction and Coppersmiths method.  

Kuwakado et al [3] presented a scheme based 

on using RSA modulus N = pq and a singular 

cubic equation with equation y2 = x2 + bx2 mod N 

where a message M = (mx ,my) is represented as 

a point on the singular cubic equation . In this 

system, the public exponent e and the private 

exponent d satisfy an equation of the form 𝑑𝑒 −

𝑘(𝑝2 − 1)(𝑞2 − 1).  

Coppersmiths [4] presented a method which 

enables us to factor the modulus N = pq in time 

polynomial in its bit size provided that we know 

half of the bits of p. The original method is based 

in small roots of bivariate polynomial equations. 

He presented a variant which is based on 

uninvariate modular polynomial equations. 

Takagi [5] proposed the first Multi-power RSA 

variant with a modulus of the form N = psq, 

where s > 1. Using Hensel lifting and Chinese 

remaindering, Takagi showed that decryption can 

be done much more efficiently as compared to 

normal RSA decryption. 

Boneh and Durfee [6], introduced the small 

inverse problem and presented a substantial 

improvement over Wiener’s bound. Their attack 

can recover the primes p, q in polynomial time 

provided that d < N0.292 . Their result is based on 

Coppersmith’s technique for finding small 

solutions to modular polynomial equations. They 

present a weaker result which is valid for d < 

N0.284. The used of short exponent encounters 

serious security problem in various instance of 

RSA.  As the work that has been proposed by 

Howgrave-Graham and Seifert in [7] showed an 

extension of Wiener’s attack that allows the RSA 

system to be insure in the presence of two 

decryption exponent (d1,d2)  with d1,d2 <N5/14. In 

the presence of three decryption exponent, they 

improved the bound to N2/5.  

De-weger. [8] proposed a generalization of 

Wiener attack on RSA De-weger extended 

Wiener bound  
√6√2

6
𝑁1 4⁄  to d < 

𝑁3 4⁄

|𝑝−𝑞|
  which is   

equivalent with Wiener bound for standard RSA 

that for |𝑝 − 𝑞| = 𝜕(𝑁1 2⁄ ) . 

Bl�̈�mer and May. [9], improved upon wiener’s 

result by showing that every public exponent e 

satisfying an equation  𝑒𝑑 − 𝑘∅(𝑁) = 𝑦  with 

suitable bound for x and y yield the factorization 

of N. showed that using such exponent make 

RSA insure if  N = pq with  p – q = 𝐶𝑁1 2⁄  for 

some constant  𝑂 < 𝐶 ≤ 1  𝑎𝑛𝑑  𝑂 ≤ 𝑥 ≤  
1

3
√

∅(𝑁)

𝑒
  

𝑁3 4⁄

|𝑝−𝑞|
 and |𝑍| ≤  

𝑝−𝑞

∅(𝑁)𝑁1 4⁄ ex . 

Nassr et al.  [10], showed that if N = pq be an 

RSA modulus with q < p < 2q. Suppose we know 

an approximation 𝑝𝑜 of 𝑝 with |𝑝 −

𝑝𝑜|<
1

8
𝑁𝛼 presented a continued fraction attack on 

RSA with a private exponent satisfying 𝑑 <

𝑁1−𝛼 2⁄ . 

Maitra and Sarka [11], considered the case that p 

and 2q are too close. That means the difference 

between 2q and p is small. They used 𝑁 =
3

2
√𝑁+1 as a good approximation to ф(𝑁) instead 

of N. Hence in their studied revealed that  
𝑘

𝑑
  is 

one of the convergent of the continued fraction 

expansion of  
𝑒

𝑁−
3

2
√𝑁 +1

 . 

Ariffin et al [12] showed that for any efficient 

algorithm able to factor the modulus 𝐴2 = 𝑝2𝑞 

then such algorithm also to solve 𝐴𝐴𝛽  function. 
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Furthermore, they also proved that the 

𝐴𝐴𝛽 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 can be solved if there exist 

algorithm that can solved the bivariate function 

hard problem. 

𝐴𝐴𝛽 Cryptosystem [13], Incorporating the 

hardness of factoring integer N = p2q coupled 

with the square root problem as its cryptographic 

primitive which gives advantage for encryption 

without ‘expansive’ mathematically operation. 

Recently, by incorporating the modulus   N = p2q, 

a variant of Rabin cryptosystem successfully 

eliminated the decryption failure which was due 

to a 4-to-1 mapping Scenario. 

Asbullah and Ariffin [14] proposed new attack on 

RSA types modulus  N = p2q using the term 𝑁 −

(2𝑁2 3⁄ − 𝑁1 3⁄ ) as a good approximation to ф(𝑁) 

satisfying the equation 𝑒𝑑 − 𝑘ф(𝑁) = 1. Hence, 

they showed that 
𝑘

𝑑
 is one of the convergent of 

the continued fraction expansion of   
𝑒

𝑁−(22 3⁄ −𝑁1 3⁄    

and later led to the factorization of  N = p2q in 

polynomial time . 

 Bunder and Tonien [15] presented an attack that 

solves the former equation when d  satisfies  d < 

√
2𝑁3−18𝑁2

𝑒
. The attack which is related to Wiener 

attack on RSA based on applying the continued 

fraction algorithm to  find  
𝑘

𝑑
  among the 

convergent of the continurd fraction expansion of 

  
𝑒

𝑁2− 
9

4
𝑁+1

 . 

Isah et al. [16] presented some result where they 

established that if the short decryption exponent  

𝑑 < √𝑎𝑗+𝑏𝑗

2
(

𝑁

𝑒
)

1 2⁄

𝑁0.375  then 
𝑘

𝑑
  can be found 

from the convergent of the continurd fraction 

expansion of  
𝑒

𝑁
 , where  

𝑁1 = N[(
𝑎𝑗 𝑖⁄ +𝑏𝑗 𝑖⁄

(2𝑎𝑏)𝑗 2𝑖⁄ +
𝑎1 𝑗⁄ +𝑏1 𝑗⁄

(2𝑎𝑏)1 2𝑗⁄ ) √𝑁]+1, and a, b, i, j 

are small positive integer less than log N which 

lead to the factorization of N in  polynomial times. 

Theorem 2.2                        

Let x be a real positive number. If a and b are 

positive integers such that  

gcd(𝑎, 𝑏) = 1 𝑎𝑛𝑑   

|𝑥 −
𝑎

𝑏
| <

1

2𝑏2
 

Then 
𝑎

𝑏
 is one of the convergents of the 

continued fraction expansion of x. 

3. Results 

Lemma. 3.1 

Let 𝑁 = 𝑝2𝑞 to be an RSA modulus with 𝑞 < 𝑝 <

2𝑞  then2−2 3⁄ 𝑁1 3⁄ < 𝑞 < 𝑁1 3⁄ < 𝑝 <

21 3⁄ 𝑁1 3⁄  and 2𝑁2 3⁄ < 𝑝2 + 𝑞2 <(22 3⁄ + 2−4 3⁄ -

21 6⁄ +2)𝑁2 3⁄  

Proof 

Let 𝑁 = 𝑝2𝑞  

and 𝑞 < 𝑝 < 2𝑞     (3.1) 

Now, multiply by 𝑝2 to both side of equation (3.1) 

𝑊𝑒 ℎ𝑎𝑣𝑒   𝑝2𝑞 < 𝑝𝑝2 < 2𝑝2𝑞 since 𝑁 = 𝑝2𝑞 then  

 𝑁 < 𝑝3 < 2𝑁     (3.2) 

Now, by taking cube root of the both side of 

equation (3.2) we have 

√𝑁
3

< 𝑝 < √2
3

√𝑁 
3

   𝑁1 3⁄ < 𝑝 < 21 3⁄ 𝑁1 3⁄  (3.3) 

Taking the square of both side of equation (3.3) 

we get 

𝑁2 3 ⁄ < 𝑝2 < 22 3⁄ 𝑁2 3⁄    (*)  

Since 𝑁 = 𝑝2𝑞 ⇒ 𝑝2 =
𝑁

𝑞
    (3.4) 

Now using equation (3.4) into (*) 

𝑁2 3 ⁄ <  
𝑁

𝑞
 <  22 3⁄ 𝑁2 3⁄            

 Taking the reciprocal we have that 

 
1

22 3⁄ 𝑁2 3⁄  <   
𝑞 

𝑁
 <   

1

𝑁2 3⁄      

Now multiply through by 𝑁 

  
𝑁

22 3⁄ 𝑁2 3⁄  <  
𝑞𝑁 

𝑁
 <

𝑁

𝑁2 3⁄      

   
𝑁

22 3⁄ 𝑁2 3⁄   <   𝑞 <  
𝑁

𝑁2 3⁄   

   
1

22 3⁄ 𝑁−1 3⁄  <  𝑞 <   
1

𝑁−1 3⁄   

Hence, 2−2 3⁄ 𝑁1 3⁄ < 𝑞 < 𝑁1 3⁄    (3.5) 
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Secondly Observe that  

(𝑝2 + 𝑞2)2 = (𝑝2 − 𝑞2)2+4𝑁4 3⁄    (3.6) 

∴ (𝑝2 + 𝑞2)(𝑝2 + 𝑞2) = (𝑝2 − 𝑞2)(𝑝2 − 𝑞2)+ 4𝑁4 3⁄  

𝑝4+𝑝2𝑞2 + 𝑝2𝑞2+𝑞4 = 𝑝4 − 𝑝2𝑞2 −

𝑝2𝑞2+𝑞4+4𝑁4 3⁄  

∴ 𝑝4 + 2𝑝2𝑞2+𝑞4 = 𝑝4 − 2𝑝2𝑞2+𝑞4 +4𝑁4 3⁄   

But since 𝑁 = 𝑝2𝑞 

𝑝4 + 2𝑁𝑞+𝑞4  = 𝑝4 − 2𝑁𝑞 + 𝑞4+4𝑁4 3⁄  

But from equation (3.5) 𝑞 < 𝑁1 3⁄  

𝑝4 + 2𝑁𝑁1 3⁄ +𝑞4 = 𝑝4 − 2𝑁𝑁1 3⁄ +𝑞4+4𝑁4 3⁄   

  𝑝4 +2𝑁4 3⁄ +q4= 𝑝4-2𝑁4 3⁄ +q4+4𝑁4 3⁄    

𝑙𝑒𝑓𝑡 ℎ𝑎𝑛𝑑𝑠𝑖𝑑𝑒 = 𝑟𝑖𝑔ℎ𝑡 ℎ𝑎𝑛𝑑𝑠𝑖𝑑𝑒  

(𝑝2 + 𝑞2)2 = (𝑝2 − 𝑞2)2+4𝑁4 3⁄  

Then it follows that (𝑝2 − 𝑞2)2+4𝑁4 3⁄  >0+4𝑁4 3⁄   

where (𝑝2 − 𝑞2)2>0 

(𝑝2 + 𝑞2)2) >4𝑁4 3⁄    (𝑝2 + 𝑞2)>√4√𝑁4 3⁄    

𝑇ℎ𝑒𝑛 (𝑝2 + 𝑞2) > 2√𝑁4 3⁄  =2𝑁
4
6 

 𝑝2 + 𝑞2 > 2𝑁2 3⁄     (**) 

Recall equation (3.3) and multiply through by -1 

 2−2 3⁄ 𝑁1 3⁄ < 𝑞 < 𝑁1 3⁄  

 -𝑁1 3⁄ < −𝑞 <-2−2 3⁄ 𝑁1 3⁄    (3.7)                                                                               

 Add equation (3.3) and (3.7) 

 𝑁1 3⁄ − 𝑁1 3⁄ < 𝑝 − 𝑞 < 21 3⁄ 𝑁1 3⁄ − 2−2 3⁄ 𝑁1 3⁄    

 𝑝 − 𝑞 < 21 3⁄ 𝑁1 3⁄ − 2−2 3⁄ 𝑁1 3⁄    

But since ( 𝑝2 + 𝑞2)2 = (𝑝2 − 𝑞2)2 + 

4𝑁4 3⁄   𝑓𝑟𝑜𝑚 𝑒𝑞𝑢𝑎𝑡𝑖𝑜𝑛 (3.6)  

 (𝑝2 − 𝑞2)2+4𝑁4 3⁄ =(22 3⁄ 𝑁2 3⁄ − 2−4 3⁄ 𝑁2 3⁄  )2+ 

4𝑁4 3⁄   

 ⟹  ( 𝑝2 + 𝑞2)2  = (22 3⁄ 𝑁2 3⁄ − 2−4 3⁄ 𝑁2 3⁄  )2+4𝑁4 3⁄  

= (22 3⁄ 𝑁2 3⁄ − 2−4 3⁄ 𝑁2 3⁄ )(22 3⁄ 𝑁2 3⁄ −

2−4 3⁄ 𝑁2 3⁄ ) +4𝑁4 3⁄  

= (24 3⁄ 𝑁4 3⁄ − 2−2 3⁄ 𝑁4 3⁄ −

2−2 3⁄ 𝑁4 3⁄ +2−8 3⁄ 𝑁4 3⁄ +4𝑁4 3⁄ ) 

= (24 3⁄ − 2−2 3⁄ − 2−2 3⁄ +2−8 3⁄ +4) 𝑁4 3⁄  

=(24 3⁄ − (
1

2
2
3 

+
1

2
2
3

)+2−8 3⁄ + 4) 𝑁4 3⁄  

= (24 3⁄ −
2

2
2
3

+2−8 3⁄  +4) 𝑁4 3⁄    

= (24 3⁄ − 2 × 2−2 3⁄ +2−8 3⁄ +4) 𝑁4 3⁄    

=(24 3⁄ − 2−2 3+1⁄ + 2−8 3⁄ +4) 𝑁4 3⁄  

= (24 3⁄ − 21 3⁄ +2−8 3⁄ +4) 𝑁4 3⁄  

( 𝑝2 + 𝑞2)2= (24 3⁄ − 21 3⁄ +2−8 3⁄ +4) 𝑁4 3⁄  

   𝑝2 + 𝑞2 =(24 6⁄ − 21 6⁄ +2−8 6⁄ +41 2⁄ ) 𝑁4 6⁄  

 𝑝2 + 𝑞2 = (22 3⁄ − 21 6⁄ +2−4 3⁄ +2) 𝑁2 3⁄   (3.8)                                                                                  

  𝑝2 + 𝑞2 < (22 3⁄ − 21 6⁄ +2−4 3⁄ +2) 𝑁2 3⁄   

Finally, by comparing equation (**) and (3.8) we 

have that 

2𝑁2 3⁄ <  𝑝2 + 𝑞2 < (22 3⁄ − 21 6⁄ +2−4 3⁄ +2) 𝑁2 3⁄  . 

Theorem: 3.2 

Let 𝑁 = 𝑝2𝑞 be an RSA modulus with 𝑞 < 𝑝 < 2𝑞 

let e < (𝑝2 − 1)(𝑞2 −1) be a public exponent and 

d be the corresponding private key if 𝑑 < 
1

2
𝑁1 3⁄  

then we can find the factorization of N in 

polynomial time. 

Proof 

We write the equation e𝑑 = 1+k[(𝑝2 − 1 )(𝑞2 −

1 )] = (𝑁𝑞 + 1 − (𝑝2 + 𝑞2)). 

But since N= 𝑝2𝑞 and  e𝑑 = 1+k(𝑁𝑞 + 1 − (𝑝2 +

𝑞2)) then by lemma 3.1  𝑞 < 𝑁1 3⁄  

  e𝑑 = 1+k(𝑁𝑁1 3⁄ + 1 − (𝑝2 + 𝑞2))  

  e𝑑 = 1+k(𝑁4 3⁄ + 1 − (𝑝2 + 𝑞2))   e𝑑 = 1 +

k 𝑁4 3⁄ + 𝑘 − 𝑘(𝑝2 + 𝑞2) 

 e𝑑 − 𝑘𝑁4 3 ⁄ = 1−𝑘(𝑝2 + 𝑞2 − 1) 

Now divided through by 𝑁4 3⁄ d  

𝑒𝑑

𝑑𝑁4 3⁄  −  
𝑘𝑁4 3⁄

𝑑𝑁4 3⁄   = 
1−𝑘(𝑝2+𝑞2−1)

𝑁4 3⁄ 𝑑
     

𝑒

𝑁4 3⁄  − 
𝑘

𝑑
  = 

1−𝑘(𝑝2+𝑞2−1)

𝑁4 3⁄ 𝑑
    

|
𝑒

𝑁4 3⁄  −  
𝑘

𝑑
|  = 

|1−𝑘(𝑝2+𝑞2−1)|

𝑁4 3⁄ 𝑑
   | 

𝑒

𝑁4 3⁄  −  
𝑘

𝑑
| 

=  
𝑘(𝑝2+𝑞2−1)− 1

𝑁4 3⁄ 𝑑
     

 =   
  𝑘(𝑝2+𝑞2−1)

𝑁4 3⁄ 𝑑
 -  

1

𝑁4 3⁄ 𝑑
 < 

𝑘(𝑝2+𝑞2−1)

𝑁4 3⁄ 𝑑
  which show 

that 
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| 
𝑒

𝑁4 3⁄  −  
𝑘

𝑑
| < 

𝑘(𝑝2+𝑞2−1)

𝑁4 3⁄   𝑑
           (3.9) 

But since we let e < (𝑝2 − 1)( 𝑝2 − 1) and 𝑒𝑑 −1 

= k(𝑝2 − 1)( 𝑝2 − 1) them we write 

 
𝑒𝑑−1

(𝑝2−1)( 𝑝2−1)
 = 

k (𝑝2−1)( 𝑝2−1)

(𝑝2−1)( 𝑝2−1)
  

 k =
𝑒𝑑−1

(𝑝2−1)( 𝑝2−1)
=

𝑒𝑑

(𝑝2−1)( 𝑝2−1)
 − 

1

(𝑝2−1)( 𝑝2−1)
<

𝑒𝑑

(𝑝2−1)( 𝑝2−1)
   which shows that 

 k <
𝑒𝑑

𝑝2−1)( 𝑝2−1)
 but since we let e < (𝑝2 − 1)( 𝑝2 −

1)  

 ⟹  k <  
k (𝑝2−1)( 𝑝2−1)

(𝑝2−1)( 𝑝2−1)
= 𝑑. Hence 

  k < 𝑑                        (3.10)                                                                                                                                   

 Using equation (3.10) into (3.9)  we get  

 | 
𝑒

𝑁4 3⁄  −  
𝑘

𝑑
| <

𝑑(𝑝2+𝑞2−1)

𝑁4 3⁄ 𝑑
= 

(𝑝2+𝑞2−1)

𝑁4 3⁄ =
𝑝2+𝑞2

𝑁4 3⁄ −

1

𝑁4 3⁄ <
𝑝2+𝑞2

𝑁4 3⁄                                 (3.11)                   

  by lemma 3.1  𝑝2 + 𝑞2 > 2𝑁2 3⁄    

 | 
𝑒

𝑁4 3⁄  −  
𝑘

𝑑
| <

𝑝2+𝑞2

𝑁4 3⁄ =
2𝑁2 3⁄

𝑁4 3⁄ = 
2

𝑁4 3−2 3⁄⁄ =
2

𝑁2 3⁄  

 |
𝑒

𝑁4 3⁄  −  
𝑘

𝑑
| <

2

𝑁2 3⁄ = 2𝑁−2 3⁄   

 | 
𝑒

𝑁4 3⁄  −  
𝑘

𝑑
| < 2𝑁−2 3⁄         (3.12) 

Now suppose𝑑 <
√4

4
𝑁2 6⁄ , taking the square of 

the both side  

𝑑2 <
4

16
𝑁2 3⁄   ⟹   𝑑2 <

1

4
𝑁2 3⁄ ⟹

4

𝑁2 3⁄ <
1

𝑑2    

4𝑁−2 3⁄ <
1

𝑑2 

= 
1

2
 4𝑁−2 3⁄ <

1

2𝑑2     2𝑁−2 3⁄ <
1

2𝑑2  (3.13) 

|
𝑒

𝑁4 3⁄  −  
𝑘

𝑑
| < 2𝑁−2 3⁄ <

1

2𝑑2     

| 
𝑒

𝑁4 3⁄  −  
𝑘

𝑑
| <

1

2𝑑2  .  

𝑇ℎ𝑒𝑛 𝑏𝑦 𝑇ℎ𝑒𝑜𝑟𝑒𝑚 2.2  
𝑘

𝑑
𝑖𝑠 𝑜𝑛𝑒 𝑜𝑓 𝑡ℎ𝑒 𝑐𝑜𝑛𝑣𝑒𝑟𝑔𝑒𝑛𝑡𝑠 𝑜𝑓 𝑡ℎ𝑒 𝑐𝑜𝑛𝑡𝑖𝑛𝑢𝑒𝑑 𝑓𝑟𝑎𝑐𝑡𝑖𝑜𝑛 𝑒𝑥𝑝𝑎𝑛𝑠𝑖𝑜𝑛 𝑜𝑓 

𝑒

𝑁4 3⁄ .     

Theorem 3.3 

Let N= 𝑝2𝑞 𝑏𝑒 𝑎𝑛 𝑅𝑆𝐴 modulus with 𝑞 < 𝑝 < 2𝑞 

Suppose we know an approximation 𝑝𝑜
2 of 𝑝2 with 

|𝑝2 − 𝑝𝑜
2| <

1

2
𝑁2𝛼 let e be a public  exponent if 

the corresponding private exponent 𝑑 satisfies 

𝑑 < 𝑁
1−2𝛼

2  then N can be factored in time 

polynomial in log N. 

 Proof 

Let 𝑐2 =
1

2
  Suppose we know 𝑝𝑜

2 > 𝑁1 3⁄  and 𝛼 ∋

 |𝑝2 − 𝑝𝑜
2| < 𝑐2𝑁2𝛼   then by absolute value we 

have  −𝑐2𝑁2𝛼 < |𝑝2 − 𝑝𝑜
2| < 𝑐2𝑁2𝛼     (3.14) 

By separating equation (3.14) we have  

 −𝑐2𝑁2𝛼 < |𝑝2 − 𝑝𝑜
2|   

and |𝑝2 − 𝑝𝑜
2| < 𝑐2𝑁2𝛼  (3.15)                                                                                                          

So if we add (3.15) together we get    

 −𝑐2𝑁2𝛼 < |𝑝2 − 𝑝𝑜
2|       −𝑐2𝑁2𝛼 < |𝑝2| − |𝑝𝑜

2|  

  −𝑐2𝑁2𝛼 < 𝑝2 − 𝑝𝑜
2    𝑝𝑜

2 − 𝑐2𝑁2𝛼 < 𝑝2  (3.16)                                                                                                             

And |𝑝2| − |𝑝𝑜
2| < 𝑐2𝑁2𝛼    𝑝2 −  𝑃𝑂

2 < 𝑐2𝑁2𝛼  

   𝑃2 < 𝑝𝑜
2 + 𝑐2𝑁2𝛼                                (3.17)                                                                                                             

by comparing (3.16) and (3.17) we have  

𝑝𝑜
2 − 𝑐2𝑁2𝛼 < 𝑝2 < 𝑝𝑜

2 + 𝑐2𝑁2𝛼           (3.18) 

But since  𝑁 = 𝑝2𝑞     𝑝2 =
𝑁

𝑞
           (3.19) 

 Using (3.19) into (3.18)  

𝑝𝑜
2 − 𝑐2𝑁2𝛼 <

𝑁

𝑞
< 𝑝𝑜

2 + 𝑐2𝑁2𝛼 Which can be 

rewrite as 

 
1

𝑝2+𝑐2𝑁2𝛼 <
𝑞

𝑁
<

1

𝑝2−𝑐2𝑁2𝛼 
𝑁

𝑝2+𝑐2𝑁2𝛼 <
𝑞𝑁

𝑁 
<

𝑁

𝑝2−𝑐2𝑁2𝛼 = 
𝑁

𝑝2+𝑐2𝑁2𝛼 < 𝑞 <
𝑁

𝑝2−𝑐2𝑁2𝛼      (3.20) 

 Using the result of lemma 3.1 and (3.20) we get                                                                                               

𝑁𝑞

𝑝2+𝑐2𝑁2𝛼 < 𝑞2 <
𝑁𝑞

𝑝2−𝑐2𝑁2𝛼                    (3.21) 

 Substituting (3.21) into (3.20) 

𝑁𝑁1 3⁄

𝑝2+𝑐2𝑁2𝛼 < 𝑞2 <
𝑁𝑁1 3⁄

𝑝2−𝑐2𝑁2𝛼    
𝑁4 3⁄

𝑝2+𝑐2𝑁2𝛼 < 𝑞2 <

𝑁4 3⁄

𝑝2−𝑐2𝑁2𝛼                                             (3.22) 

Then it follows that by adding equation (3.18) 

and (3.22)  

𝑝𝑜
2 +    

𝑁4 3⁄

𝑝2+𝑐2𝑁2𝛼 − 𝑐2𝑁2𝛼 < 𝑝2 + 𝑞2 < 𝑝𝑜
2 +

𝑁4 3⁄

𝑝2−𝑐2𝑁2𝛼 + 𝑐2𝑁2𝛼                               (3.23) 

   𝐿𝑒𝑡 𝑃 = 𝑝2 + 𝑞2 be define as a mean value 

then equation (3.23) becomes  

   𝑝𝑜
2 +    

𝑁4 3⁄

𝑝2+𝑐2𝑁2𝛼 − 𝑐2𝑁2𝛼 < 𝑃 < 𝑝𝑜
2 +

𝑁4 3⁄

𝑝2−𝑐2𝑁2𝛼 +

𝑐2𝑁2𝛼                                                  (3.24)  

  From equation (3.24) we get 
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  𝑝𝑜
2 +    

𝑁4 3⁄

𝑝2+𝑐2𝑁2𝛼 − 𝑐2𝑁2𝛼 < 𝑃 𝑎𝑛𝑑     (3.25) 

𝑃 < 𝑝𝑜
2 +

𝑁4 3⁄

𝑝2−𝑐2𝑁2𝛼 + 𝑐2𝑁2𝛼     (3.26) 

 Adding (3.24) and (3.26) since we let  𝑃 = 𝑝2 +

𝑞2 𝑡𝑜 𝑏𝑒 𝑑𝑒𝑓𝑖𝑛𝑒 𝑎𝑠 𝑎 𝑚𝑒𝑎𝑛 𝑣𝑎𝑙𝑢𝑒  

   𝑃 =
1

2
(2𝑝𝑜

2 +
𝑁4 3⁄

𝑝𝑜
2+𝑐2𝑁2𝛼 − 𝑐2𝑁2𝛼 + 𝑐2𝑁2𝛼 +

𝑁4 3⁄

𝑝𝑜
2−𝑐2𝑁2𝛼)            

           =
1

2
(2𝑝𝑜

2 +
𝑁4 3⁄

𝑝𝑜
2+𝑐2𝑁2𝛼 +

𝑁4 3⁄

𝑝𝑜
2−𝑐2𝑁2𝛼) 

           =
1

2
(2𝑝𝑜

2 +
𝑁4 3⁄ (𝑝𝑜

2−𝑐2𝑁2𝛼)+𝑁4 3⁄ (𝑝𝑜
2+𝑐2𝑁2𝛼)

(𝑝𝑜
2+𝑐2𝑁2𝛼)(𝑝𝑜

2−𝑐2𝑁2𝛼)
) 

           =
1

2
(2𝑝𝑜

2 +

𝑁4 3⁄ 𝑝𝑜
2−𝑁4 3⁄ 𝑐2𝑁2𝛼+𝑁4 3⁄ 𝑝𝑜 

4 +𝑁4 3⁄ 𝑐2𝑁2𝛼

𝑝𝑜
4−𝑝𝑜

2𝑐2𝑁2𝛼+𝑝𝑜
2𝑐2𝑁2𝛼−𝑐4𝑁4𝛼 ) 

           = 
1

  2 
(2𝑝𝑜

2 +
𝑁4 3⁄ 𝑝𝑜

2+𝑁4 3⁄ 𝑝𝑜 
2

𝑝𝑜
4−𝑐4𝑁4𝛼 )   

     𝑃 = 
1

  2 
(2𝑝𝑜

2 +
2𝑁4 3⁄ 𝑝𝑜

2

𝑝𝑜
4−𝑐4𝑁4𝛼)  = (  (𝑝𝑜

2 +
𝑁4 3⁄ 𝑝𝑜 

2

𝑝𝑜
4−𝑐4𝑁4𝛼)) 

=  𝑝𝑜
2 +

𝑁4 3⁄ 𝑝𝑜 
2

𝑝𝑜
4−𝑐4𝑁4𝛼   (3.27) we can rewrite  

𝑃 = 𝑝2 + 𝑞2  𝑎𝑠  𝑝2 + 𝑞2 − 𝑃 > 0  

Therefore equation ((3.27) becomes 

𝑝𝑜
2 +    

𝑁4 3⁄

𝑝2+𝑐2𝑁2𝛼 − 𝑐2𝑁2𝛼 < 𝑝2 + 𝑞2 − 𝑃 < 𝑝𝑜
2 +

𝑁4 3⁄

𝑝2−𝑐2𝑁2𝛼 + 𝑐2𝑁2𝛼  

 𝑝2 + 𝑞2 − 𝑃 <
1

2
(𝑝𝑜

2 +
𝑁4 3⁄

𝑝2−𝑐2𝑁2𝛼 + 𝑐2𝑁2𝛼 − 𝑝𝑜
2 −

   
𝑁4 3⁄

𝑝2+𝑐2𝑁2𝛼 + 𝑐2𝑁2𝛼)  

|𝑝2 + 𝑞2 − 𝑃| < (
1

2
(

𝑁4 3⁄

𝑝𝑜
2 − 𝑐2𝑁2𝛼

−
𝑁4 3⁄

𝑝𝑜
2 + 𝑐2𝑁2𝛼

+ 2𝑐2𝑁2𝛼)) 

= 
1

2
(

𝑁4 3⁄ (𝑝𝑜
2+𝑐2𝑁2𝛼)−𝑁4 3⁄ (𝑝𝑜

2−𝑐2𝑁2𝛼)

(𝑝𝑜
2+𝑐2𝑁2𝛼)(𝑝𝑜

2−𝑐2𝑁2𝛼)
+ 2𝑐2𝑁2𝛼)  

= 
1

2
(

𝑁4 3⁄ 𝑝0
2+𝑁4 3⁄ 𝑐2𝑁2𝛼−𝑁4 3⁄ 𝑝𝑜

2+𝑁4 3⁄ 𝑐2𝑁2𝛼

(𝑝𝑜
4+𝑝𝑜

2𝑐2𝑁2𝛼−𝑝𝑜
2𝑐2𝑁2𝛼−𝑐2𝑁2𝛼)

+ 2𝑐2𝑁2𝛼)  

= 
1

2
(

𝑁4 3⁄ 𝑐2𝑁2𝛼+𝑁4 3⁄ 𝑐2𝑁2𝛼

𝑝𝑜
4−𝑐4𝑁4𝛼 + 2𝑐2𝑁2𝛼) 

= 
1

2
(

2𝑁4 3⁄ 𝑐2𝑁2𝛼

𝑝𝑜
4−𝑐4𝑁4𝛼 + 2𝑐2𝑁2𝛼) 

= 
𝑁4 3⁄ 𝑐2𝑁2𝛼

𝑝𝑜
4−𝑐4𝑁4𝛼 + 𝑐2𝑁2𝛼 

  |𝑝2 + 𝑞2 − 𝑃| < 
𝑁4 3⁄ 𝑐2𝑁2𝛼

𝑝𝑜
4−𝑐4𝑁4𝛼 + 𝑐2𝑁2𝛼    (3.28)  

 Recall equation (3.18) 

𝑝𝑜
2 − 𝑐2𝑁2𝛼 < 𝑝2 < 𝑝𝑜

2 + 𝑐2𝑁2𝛼 and by lemma 3.1 

we have   𝑁1 3 ⁄ < p < 21 3⁄ 𝑁1 3⁄  we get 

 𝑁2 3 ⁄ < p2 < 22 3⁄ 𝑁2 3⁄       (3.29)         

 Suppose that  𝑁2 3 ⁄ < 𝑝𝑜
2 − 𝑐2𝑁2𝛼  and   𝑝𝑜

2 +

𝑐2𝑁2𝛼  < 22 3⁄ 𝑁2 3⁄    

  𝑝𝑜
2 − 𝑐2𝑁2𝛼 > 𝑁2 3 ⁄  Square of the both side we 

have 𝑝𝑜
4 − 𝑐4𝑁4𝛼 > 𝑁4 3 ⁄     

If   𝑝𝑜
2 − 𝑐2𝑁2𝛼 > 𝑁2 3 ⁄  then  𝑝𝑜

2 + 𝑐2𝑁2𝛼  < 𝑁2 3⁄  

therefore equation (3.28) becomes 

        

   |𝑝2 + 𝑞2 − 𝑃| < 
𝑁4 3⁄ 𝑐2𝑁2𝛼

𝑝𝑜
4−𝑐4𝑁4𝛼 + 𝑐2𝑁2𝛼 

       |𝑝2 + 𝑞2 − 𝑃| < 
𝑁4 3⁄ 𝑐2𝑁2𝛼

𝑁4 3⁄ + 𝑐2𝑁2𝛼 =

2𝑐2𝑁2𝛼  (3.30) 

 From RSA equation  

𝑒𝑑 = 1 + 𝑘[(𝑝2 − 1 )(𝑞2 − 1 )]  

But (𝑝2 − 1 )(𝑞2 − 1 ) = 𝑝2𝑞2 − 𝑝2 − 𝑞2 + 1     

                                          = 𝑁𝑞 + 1 − (𝑝2 + 𝑞2)    

Since  𝑁 = 𝑃2𝑞 𝑎𝑛𝑑 𝑞 < 𝑁1 3⁄  by lemma 3.1 we 

write 

 (𝑝2 − 1 )(𝑞2 − 1 ) =  𝑁4 3⁄ + 1 − (𝑝2 + 𝑞2)  

= 𝑁4 3⁄ + 1 − 𝑃 

   𝑒𝑑 − 𝑘(𝑁4 3⁄ + 1 − (𝑝2 + 𝑞2) = 1 

      𝑒𝑑 − 𝑘(𝑁4 3⁄ + 1 − 𝑃)  = 1 + 𝑘(𝑃 −

𝑝2−𝑞2)                                                   (3.31) 

And  𝑁4 3⁄ + 1 − (𝑝2 + 𝑞2) = 𝑁4 3⁄ + 1 − 𝑃  

    𝑝2 + 𝑞2 = 𝑃   𝑃 − 𝑝2 −  𝑞2    

     𝑒𝑑 − 𝑘(𝑁4 3⁄ + 1 − 𝑃)  = 1 + 𝑘(𝑃 −

𝑝2−𝑞2)                                                  (3.32) 

Divide through by (𝑁4 3⁄ + 1 − 𝑃)𝑑 𝑓𝑟𝑜𝑚 (3.32) to 

get 

      
𝑒𝑑

(𝑁4 3⁄ +1−𝑃)𝑑
 –

𝑘(𝑁4 3⁄ +1−𝑃)

(𝑁4 3⁄ +1−𝑃)𝑑
=  

1+𝑘(𝑃−𝑝2−𝑞2)

(𝑁4 3⁄ +1−𝑃)𝑑
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   
𝑒

(𝑁4 3⁄ +1−𝑃)
 –

𝑘

𝑑
 =  

1+𝑘(𝑃−𝑝2−𝑞2)

(𝑁4 3⁄ +1−𝑃)𝑑
   

    |
𝑒

(𝑁4 3⁄ +1−𝑃)
− 

𝑘

𝑑
| =  

|1+𝑘(𝑃−𝑝2−𝑞2)|

(𝑁4 3⁄ +1−𝑃)𝑑
<

 
1+𝑘|𝑃−𝑝2−𝑞2|

(𝑁4 3⁄ +1−𝑃)𝑑
≤  

(1+𝑘)|𝑃−𝑝2−𝑞2|

(𝑁4 3⁄ +1−𝑃)𝑑 
            (3.33) 

Since 𝑒𝑑 = 1 + 𝑘[(𝑝2 − 1 )(𝑞2 − 1 )]  then 

𝑘 =
𝑒𝑑 − 1

(𝑝2 − 1)(𝑞2 − 1)
< 𝑑 𝑎𝑛𝑑 1 + 𝑘

≤ 𝑑                                                 (3.34) 

 Substituting (3.34) into (3.33) we have       

 |
𝑒

(𝑁4 3⁄ + 1 − 𝑃
− 

𝑘

𝑑
| <

𝑑|𝑃 − 𝑝2−𝑞2|

(𝑁4 3⁄ + 1 − 𝑃)𝑑 
 

<
|𝑃−𝑝2−𝑞2|

(𝑁4 3⁄ +1−𝑃) 
               (3.35) 

Since from (3.30) we have that |𝑝2 + 𝑞2 − 𝑃| <

2𝑐2𝑁2𝛼  also             

 𝑃 = 𝑝2 + 𝑞2   𝑃 − 𝑝2 − 𝑞2  ⟹  𝑝2+𝑞2 − 𝑃 then 

(3.35) become                                                                      

  |
𝑒

(𝑁4 3⁄ +1−𝑃
− 

𝑘

𝑑
| <

|𝑝2+𝑞2−𝑃|

(𝑁4 3⁄ +1−𝑃) 
 ⟹  |

𝑒

(𝑁4 3⁄ +1−𝑃
−

 
𝑘

𝑑
| <

2𝑐2𝑁2𝛼

(𝑁4 3⁄ +1−𝑃) 
          (3.36)                                                                            

Also by lemma 3.1, we have that 𝑝2 + 𝑞2 > 2𝑁2 3⁄      

but since   𝑃 = 𝑝2 + 𝑞2   𝑃 > 2𝑁2 3⁄   then for 

𝑁 ≥ 14  

 𝑁4 3⁄ + 1 − 𝑃 > 𝑁4 3⁄ + 1 − 2𝑁2 3⁄ > 2𝑁   then it 

follows that  

 |
𝑒

(𝑁4 3⁄ +1−𝑃
− 

𝑘

𝑑
| <

2𝑐2𝑁2𝛼

2𝑁 
 =  

𝑐2𝑁2𝛼

𝑁
  =  𝑐2𝑁2𝛼−1                     

 𝑐2𝑁2𝛼−1  <
1

2𝑑2      2𝑐2𝑁2𝛼−1 <
1

𝑑2      

   𝑑2 2𝑐2𝑁2𝛼−1 < 1      

   𝑑2 <
1

2𝑐2𝑁2𝛼−1    𝑑 <
1

√2𝑐2𝑁
2𝛼−1

2

   𝑑 <

1

√2𝑐2
𝑁

1−2𝛼
2   

But since 𝑐2 = 1 2   ⁄ 𝑇ℎ𝑒𝑛 𝑑 <
1

√2
1

2

 𝑁
1−2𝛼

2   𝑑 <

1

√1
 𝑁

1−2𝛼
2   

Hence, 𝑑 < 𝑁
1−2𝛼

2 . Notice that when 𝛼 =
1

4
 the 

bound is  𝑑 < 𝑁1 4 ⁄  as expected in wiener’s 

approach.                                                               

4. Conclusion 

For N = p2q we have shown that  
𝑘

𝑑
 can be 

recovered among the convergent of the 

continued fraction expansion of 
𝑒

𝑁4 3⁄  based on the 

RSA equation 𝑒𝑑 = 1 + 𝑘ф(𝑁)  𝑤ℎ𝑒𝑟𝑒 ф(N) = 

(𝑝2 − 1)(𝑞2 − 1) with assumption that q < p < 2q, 

public key e < (𝑝2 − 1)(𝑞2 − 1) and private key d 

< 
1

2
 𝑁1 3  ⁄ . Using the same RSA equation and e 

been a public key, with the approximation 

𝑝𝑜
2  𝑜𝑓 𝑝2  𝑡ℎ𝑎𝑡 𝑖𝑠  |𝑝2 − 𝑝𝑜

2| <  
1

2
 𝑁2𝛼 and private 

key exponent d satisfies d < 𝑁
1−2𝛼

2 , we proved 

that   
𝑘

𝑑 
  can  be recovered  among the 

convergent of the continued fraction expansion of   
𝑒

𝑁4 3⁄ +1−𝑃  
. Hence we used convergent of the 

continued fraction to compute ф(𝑁) which lead to 

the successful factorization of RSA prime power 

𝑁 = 𝑝2𝑞. 
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